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In this article, I would like to discuss these legislative
changes, which can be divided into three separate phases. In
the first phase are the recent changes to the powers of the
Privacy Commissioner brought about by Bill C-28, or what is
now being referred to informally as Canada’s Anti-spam
Legislation (“CASL”).” In the second phase are the changes
contemplated in Bill C-29, in particular the changes related to
data breach notification.® The third phase encompasses
changes that may result from the second five-year Parliamen-
tary review of PIPEDA, as mandated by s. 29 of the Act.

Phase 1: CASL and the new investigative discretion
and information sharing powers

CASL, which received royal assent on December 15, 2010,
creates a regulatory regime to address spam, malware, spy-
ware and other related online threats.’ However, it also intro-
duced two new amendments to PIPEDA that will have
broader application and that are not directly tied to spam. The
first amendment empowers the Commissioner to either de-
cline to investigate a complaint or discontinue an investiga-
tion that is already underway.® A second amendment allows
the Commissioner to enter into agreements or arrangements
with her provincial counterparts and foreign authorities for
the purposes of cooperation and information sharing.” Both
amendments, which were recently brought into force,'® have
the potential to increase the effectiveness of the OPC in ad-
dressing contraventions of PIPEDA.

a. Investigative discretion powers

Formerly under PIPEDA, the Commissioner was required to
investigate all written complaints filed with the OPC."" She
did, however, have the discretion, after conducting an inves-
tigation, not to issue a report in four circumstances that were
set out in s. 13(2) of the Act:

e where there are existing grievance or review proce-
dures that the complainant should exhaust first

(s. 13(2)(2));

e where there are other procedures that would be
more appropriate for dealing with the complaint
(s. 13(2)(b);

66



CANADIAN PRIVACY LAW REVIEW ¢ Volume 8 * Number 7

e where a report would not be useful given the
amount of time between when the com-
plainant filed his or her complaint and when
the subject-matter of the complaint arose
(s. 13(2)(c)); and

e where the complaint is trivial, vexatious or
made in bad faith (s. 13(2)(d)).

CASL repealed s. 13(2) and instead gave the
Commissioner discretion at two points in the com-
plaint-handling process to close a complaint. First,
the Commissioner can decide not to investigate a
complaint, essentially for the same reasons as
existed under s. 13(2)(a) to (c) of PIPEDA."> In
effect, the Commissioner’s discretion has been
moved up earlier in the complaint-handling process
on the premise that, at least in some cases, the exis-
tence of one of the three situations in the former s.
13(2)(a) to (c) obviates the need for an investiga-
tion, let alone a report.

Second, the amendment provides that the Commis-
sioner can decide to discontinue an investigation
already underway. Her discretion may be exercised
for essentially the same reasons formerly outlined
in s. 13(2) for not issuing a report. However, her
discretion is also broadened to include additional
reasons such as where there is insufficient evidence
to pursue the investigation, the organization has
provided a fair and reasonable response, the matter
is already the object of an ongoing investigation,
and the matter has already been the subject of a re-
port by the Commissioner."?

It should be noted that under amendments that have
yet to be declared in force the Commissioner will
also have the discretion not to conduct or to discon-
tinue an investigation where the complaint relates
to a contravention of a provision of CASL that is
the responsibility of the Canadian Radio-television

and Telecommunications Commission (“CRTC”)
or of new prohibitions in the Competition Act,
R.S.C. 1985, c. C-34, relating to false or misleading
representations in electronic messages.'*

In all cases the Commissioner is required to notify
the complainant and the organization concerned
and give reasons."”

The Commissioner may reconsider her decision not
to investigate if the complainant provides a compel-
ling reason to do so.'® There is no equivalent provi-
sion for reconsidering a decision to discontinue an
ongoing investigation. However, in the case of a
discontinued investigation, a complainant is enti-
tled to apply to the Federal Court under s. 14 of the
Act for relief."”

Having considered these new discretionary powers,
it might be asked how a broader discretion to de-
cline or discontinue investigations will improve
service delivery to Canadians. After all, if these
new powers are exercised the upshot will be that
some complaints are not investigated.

However, this neglects the potential benefits of
these new powers in terms of more effective com-
plaint handling. As noted above, the amendments
allow for discretionary powers that already existed
to be exercised earlier in the complaint-handling
process. As such, a complainant can now be in-
formed earlier in the process that, for instance,
there are other procedures that they should pursue
first in order to resolve their complaint. Further-
more, while the Commissioner is given new
grounds to discontinue an investigation, these are
focused on making the best use of the OPC’s re-
sources and preventing the risk of recurring back-
logs. For instance, if the organization has already
adequately responded to the complainant or the
Commissioner has already addressed the matter,
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there may be little value in pursuing the investiga-
tion and producing a report, which are both time-
consuming and resource-intensive activities. In
other words, the new discretion should allow the
OPC to focus its resources on those complaints
which raise serious privacy issues meriting investi-
gation and broader systemic issues of significant
importance for all Canadians.'® If exercised prop-
erly, they have the potential to result in increased,
not diminished, privacy protection for Canadians.

b. Cooperation and information
sharing powers

As noted above, the Commissioner has also been
granted the power to sign agreements or arrange-
ments to cooperate and share information with pro-
vincial counterparts and foreign authorities.

The OPC already had the ability to coordinate ac-
tivities with provincial privacy commissioners."”
However, this amendment extends this ability to
foreign data protection authorities, and, impor-
tantly, allows the Commissioner to share informa-
tion — including information that is considered
confidential as a result of s. 20(1) of PIPEDA —
with both provincial counterparts and foreign au-
thorities.”” The information can only be used for the
purpose for which it was shared and it must be
treated conﬁdentially.21

The new powers to coordinate and share informa-
tion are crucially important in light of the increas-
ingly inter-connected world we live in. Privacy
issues are extending beyond domestic borders. For-
eign organizations based in other countries can
have a significant impact on the privacy of Canadi-
ans, and Canadian organizations can have a similar
impact on individuals in other countries. In addi-
tion, even where an organization operating in
Canada is dealing with Canadians’ personal infor-

mation, there may be international implications.
For example, the collection by Google Street View
cars of personal information from unsecured WiFi
networks concerned a number of privacy regulators
around the world.*?

In order to effectively address many complaints it
will be necessary for the Commissioner to coordi-
nate her investigations and to share information
with her provincial counterparts and foreign au-
thorities. This may involve conducting joint or par-
allel investigations, obtaining information from
foreign authorities or sharing information with for-
eign authorities so that they may take on the matter.
The new powers allow for this and, as such, they
should enable the OPC to deal with complaints that
involve cross-border data flows or have interna-
tional implications in a more effective manner.
They should also allow for greater consistency in
standards and findings across jurisdictions, which
can facilitate compliance, and provide a better way
of tackling global challenges.

Phase 2:
Bill C-29 and data breach notification

Data breach notification refers to organizations
proactively disclosing when there has been a breach
affecting the security of the personal information
held by the organization. The OPC, in consultation
with provincial privacy commissioners and other
stakeholders, have developed guidelines for when
organizations should notify the relevant authorities
and individuals in case of a data breach.” In prac-
tice, some businesses do notify affected individuals
when a data breach has happened, but there are cur-
rently no legally binding standards as to when and
how such notifications should occur.

Bill C-29, which died on the order paper when the
most recent federal election was called, had as its
purpose to implement many of the recommenda-
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tions from the first Parliamentary review of the Act
and would have, among other things, addressed the
gap in legally binding standards. The Bill required
an organization to report to the Commissioner re-
garding “any material breach of security safeguards
involving personal information under its control.”**
An organization was also required to notify an in-
dividual of a breach where the breach creates “a
real risk of significant harm to the individual.”*
Both reports to the Commissioner and notifications
to individuals had to include prescribed information
and be in a prescribed form.”® An organization also
had to notify another organization or government
institution about the breach if the organization or
institution could assist in mitigating the risk of

harm from the breach.?’

These new requirements would have made the OPC
more effective at addressing the important issue of
how organizations protect the personal information
under their care. One of the central principles of
PIPEDA is, of course, that personal information
must be protected by appropriate safeguards.”®
However, when a data breach occurs, the affected
individuals may not be aware of it or the circum-
stances surrounding the breach. As such, they can-
not take steps to mitigate any harm that might result
or lodge a complaint with the OPC to have the
safeguards improved. Similarly, it is difficult for
the OPC to be aware of a data breach unless the
organization makes a proactive disclosure. By re-
quiring notification to the Commissioner, Bill C-29
would have allowed the OPC to ensure that steps
were taken to correct or mitigate the damage and
that organizations were held accountable for data
breaches. The OPC would also have been able to
verify that there were no systemic problems that
require attention.

All of this would make the OPC more effective at
addressing the issue of safeguards for personal in-
formation. While it is not clear whether a similar
bill would be re-introduced after the election,
breach notification is an important reform that
should be implemented sooner rather than later.

Phase 3: The second Parliamentary review
of PIPEDA

The amendments to PIPEDA in CASL and Bill C-29
discussed above arose from the first Parliamentary
review of the Act. While Bill C-29 has died on the
order paper, it is not too early to begin thinking
about what further reforms are needed to make
PIPEDA more effective as part of the second Par-
liamentary review.

To begin the discussion, the OPC commissioned
Professor France Houle and Dean Lorne Sossin to
conduct an analysis of the effectiveness of
PIPEDA. Their report, which was recently posted
on the OPC’s website, is a wide-ranging and de-
tailed look at whether the ombudsman model is ef-
fective in regulating the personal information
protection practices of the private sector.”

Of note, Professor Houle and Dean Sossin found
that the current ombudsman model has achieved
mixed success. They noted that the current model
will likely need to be strengthened in the future,
particularly, in their view, for small and medium-
sized enterprises. Specifically, they recommend
that the Commissioner be given a limited and tar-
geted order-making power, including the power to
impose financial penalties. Based on the experience
of provincial counterparts who already have an or-
der-making power, they noted that even though
such a power would not likely be used often, its
presence alone would serve as a significant deter-
rent. The report also recommended that creative
new regulatory strategies to increase accountability
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— such as the development of a privacy certifica-
tion programme — be explored.

In addition to the work by Professor Houle and
Dean Sossin, the OPC has held consultations on
two consumer privacy issues that have the potential
to test the effectiveness of PIPEDA in the future,
namely, online tracking, profiling and targeting,
and cloud computing. The consultations were in-
tended, in part, to inform the second Parliamentary
review of PIPEDA. While participants were gener-
ally of the view that PIPEDA was capable of ad-
dressing online tracking, profiling and targeting and
cloud computing, they did point to challenges these
issues might create for PIPEDA. Among other
things, participants highlighted the definition of
personal information, consent, limiting use and re-
tention of personal information, jurisdiction, safe-
guards and access as issues needing further
exploration. A final report summarizing the results
of the consultation was published last month.*°

This work is, of course, the beginning and not the
end of the discussion. No doubt there will be many
more opportunities for bringing forward ideas to
make PIPEDA and the OPC more effective in the
coming months.

Conclusion

The common theme of the legislative developments
canvassed in this article is that they all have the po-
tential to make the OPC more effective for Canadi-
ans. As the Commissioner looks forward to the next
three years of her mandate and to focusing on the
priorities she has identified, she can be hopeful that
the amendments made by CASL, data breach noti-
fication and the potential changes resulting from
the second Parliamentary review of PIPEDA will
go some way towards meeting the goal of improved
service delivery to Canadians.
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PRIVACY COMMISSIONER
CAN NOW BE CHOOSIER ABOUT
COMPLAINTS SHE INVESTIGATES

David Elder
N i Counsel
é\ Stikeman Elliott LLP

Legislative amendments that came into force on
April 1, 2011 mean that the Privacy Commissioner
of Canada may now be more selective about the
complaints her office decides to investigate.

The amendments in question, made to the Personal
Information Protection and Electronic Documents
Act, S.C. 2000, c. 5 [PIPEDA], were actually con-
tained in Bill C-28, Canada’s Anti-Spam Legisla-
tion, which received Royal Assent last December.
Although most of that statute is not yet in force
(and may be delayed in coming into force by the
federal election call and the appointment of a new
Minister of Industry), by Order-in-Council P.C.
2011-479, dated March 25, 2011, the Governor in
Council proclaimed in force some of the conse-
quential amendments in that bill that affect
PIPEDA, leaving for proclamation at a later date
those PIPEDA amendments that coordinate with
new obligations in the Anti-Spam law itself.

Previously, PIPEDA required the Privacy Commis-
sioner to investigate all complaints submitted to her
office, regardless of their nature or seriousness, al-
though she had some discretion in not having to
prepare a report in all cases.

With these new amendments, the Commissioner is
no longer required in all circumstances to conduct
an investigation in respect of a complaint received.
Complaints need not be investigated if the com-
plainant has not exhausted other grievance or re-
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view procedures that may be available, if the com-
plaint could be more appropriately dealt with under
another Federal or Provincial law, or if the com-
plaint was not filed within a reasonable time after
subject matter of the complaint arose.

In all cases, complainants must be notified that
their complaint will not be investigated. The Com-
missioner retains the right to reconsider a decision
not to investigate a particular complaint, if the
complainant is able to provide compelling reasons
to investigate; however, the law provides no guid-
ance as to what might be found to be compelling in
such circumstances.

The new powers have long been sought by the
Commissioner as a way to better manage the work-
load of the Office of the Privacy Commissioner, by
weeding out complaints whose resolution would be
of little public interest or significance, thereby al-
lowing for the focus of resources on issues of a
broader systemic nature. While the Privacy Com-
missioner seems to have addressed the significant
backlog of complaints that once challenged the re-
sources of her office, workload challenges remain
as public awareness of privacy issues increases

and privacy-impacting technologies are developed
and implemented.

The authority to manage the processing of com-
plaints in this way is already afforded to some de-
gree to other tribunals, including the Canadian
Human Rights Commission and the Information
and Privacy Commissioner for Alberta.

Once the investigation of a complaint commences,
the new amendments also give the Privacy Com-
missioner the power to discontinue investigation
in certain circumstances. Investigations may be
discontinued where:

e there is insufficient evidence to pursue
the complaint;

e the complaint is trivial, frivolous or vexa-
tious or is made in bad faith;

e the organization that was the subject of the
complaint has provided a fair and reason-
able response;

o the subject matter is already the subject of a
report by the Commissioner;

e the complainant has not exhausted other
grievance or review procedures that may
be available;

e the complaint could be more appropriately
dealt with under another Federal or
Provincial law;

e the complaint was not filed within
a reasonable time after subject matter of the
complaint arose;

e the matter is being or has already been ad-
dressed via another grievance or review
process, or pursuant to a procedure under
another Canadian law;

As with a case of declining to investigate, the
Commissioner must notify a complainant and or-
ganization of the discontinuance of a complaint,
giving reasons for the discontinuance.

With other tribunals that have the power to decline
to investigate complaints, there has understandably
been a reluctance to exercise this authority, since
doing so denies a complainant a full consideration
on the merits of the complaint. As a result, the bar
for refusing a complaint has tended to have been set
fairly high, with complaints being declined or dis-
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continued only in the clearest and most egregious
of circumstances.

One suspects that this will also be the approach of
the Privacy Commissioner; however, the new pow-
ers should nevertheless afford her office a great
deal more control in managing its caseload, focus-
ing strained resources on matters of the greatest
public interest and systemic benefit.

WORKPLACE COMPUTER PORNOGRAPHY
RULING: POLICE NEED SEARCH WARRANT;
EMPLOYER HAS LATITUDE

Brian P. Smeenk
Associate Partner

Maria Giagilitsis

Fasken Martineau DuMoulin LLP Fasken Martineau DuMoulin LLP

In a decision released on March 22, 2011, the On-
tario Court of Appeal issued a surprising ruling af-
fecting privacy rights in the workplace. The case,
R. v. Cole, [2011] O.J. No. 1213, involved criminal
charges against a teacher involving possession of
child pornography. The court said the employee has
a reasonable expectation of privacy regarding the
contents of his workplace computer. This meant
that he was protected against computer searches by
the police absent a search warrant. The employer
was given more latitude, but not free reign. While
this decision certainly muddies the waters, it may
not be as damaging as first appears for employers'
ability to control how their computer equipment

is used.

Until now, the general rule was that personal in-
formation stored by employees on workplace com-
puters would be treated as the employer's property,

with full access by the employer. Employers could
clearly investigate suspected mis-use of equipment,
and take action against employees who violated
their policies. It was assumed that this might in-
clude handing over to the police material that might
lead to criminal charges. But in this decision, the
employee's reasonable expectation of privacy
meant that prosecutors would be unable to use
many of the images police obtained from the work-
place computer, at the teacher's criminal trial.
However, the Court said that different considera-
tions apply to employers. This raises new questions
about what employers can do to ensure their
equipment is not mis-used by employees.

The Basic Facts

A Sudbury high school teacher was provided with a
laptop by his school. He used the laptop to teach
communication technology. He was also responsi-
ble for supervising a laptop program for students.

The teacher had the authority to remotely access
data stored on the students' laptops. He did this
regularly. While reviewing one student's computer
files, he discovered nude photos of another student.
The teacher copied the nude photos onto the hard
drive of his (school-issued) laptop, rather than re-
porting the incident.

The school's computer technician discovered the
nude photos in a “hidden” folder on the teacher's
computer. He found them while doing a routine
data scan. Upon identifying the girl as a student, the
technician notified the principal. The principal in-
structed him to copy the images, along with the
teacher's internet surfing history, onto a disc. That
surfing history included a large number of porno-
graphic sites. The employer gave that, along with
the nude photos, to the police. The police viewed
both the disc and the laptop without a warrant.

73



CANADIAN PRIVACY LAW REVIEW ¢ Volume 8 * Number 7

The teacher was charged with possession of child
pornography and criminal use of computer systems.
In court, the teacher's lawyer argued that the
teacher had a reasonable expectation of privacy in
the contents of his laptop. The issue was appealed
to Ontario's highest court.

Interesting Twists

The Court of Appeal emphasized that the teacher

had exclusive use of the laptop and that the laptop
was protected by a personal password. The Court

also noted that teachers were generally permitted

personal use of school computers.

But the evidence also was that the school's Policy
and Procedures Manual prohibited having sexually
explicit content on school computers. The Manual
also said that all data and messages are considered
the property of the school board. The Manual fur-
ther advised teachers that the school would access
private emails if inappropriate use is suspected.
And users were advised that they should not as-
sume that files stored on the network or hardrives
were private.

The Court of Appeal Decision

The Court found that the teacher did have a reason-
able expectation of privacy in the contents of his
laptop, at least vis-a-vis the police. The police
therefore violated the teacher's right against unrea-
sonable search and seizure under the Charter of
Rights and Freedoms when they seized the laptop
and searched it without a warrant.

The Court looked beyond the strict wording of the
school's computer use policies. It focused instead
on the actual practice and customs of the work-
place. While the policy was that computers were
meant to be used for business purposes, staff rou-
tinely used computers to store intimately personal
information, such as financial and banking data. All

the circumstances satisfied the Court that the
teacher had a reasonable expectation of privacy in
the contents of his laptop. This gave him protection
against police seizures and searches.

The Court, however, gave the employer more lee-
way than it gave the police. Although the Court as-
sumed that the Charter could apply to the school
board [note that this is contentious — the Charter
does not apply to most employers], it found that the
employer did not violate the teacher's Charter rights.
The employer did not act improperly when it ac-
cessed the teacher's laptop and copied the photos to
disc. The employer found these photos while per-
forming normal computer maintenance — an activ-
ity that the Court acknowledged was within the
employer's right to carry out on its own equipment.

Similarly, the teacher's principal acted properly in
viewing some of the images found by the technician,
directing him to copy the photographs onto a disc,
and requiring the teacher to hand over the laptop.
Even though this was a "search and seizure", it was
consistent with the principal's duty to ensure the
health and safety of students. The principal could not
be held to the same standard as the police.

As for the employer itself, the school board, it did
not violate the teacher's Charter rights either. This,
even though it searched the laptop and secured fur-
ther evidence regarding the teacher's computer and
internet use before handing it over to the police.
The search and the preservation of evidence for in-
ternal discipline procedure were in accordance with
the employer's obligation to ensure a safe and se-
cure environment for its students.

Quick Assessment

This case will be analyzed and commented upon by
many. An early assessment is that it may not be as
bad for employers as first appears.
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First, it must be emphasized that the expectation of
privacy only operated against the police's search
and seizure in this case. Secondly, note that this
decision was based on Charter rights. Those rights
do not apply to most employment relationships.
Certainly not those in the private sector.

One might argue that the Court's decision places
individual privacy rights over other rights. This
might be true with respect to police searches and
seizures. However, the decision supports employers
who maintain well-drafted policies that make it
clear the employee has no privacy rights on the
employer's computers. It also favours employers
who actively maintain, monitor and enforce their

own computer use policies.

The decision acknowledges that employers may
access data stored by employees on workplace

computers in appropriate circumstances. It also ac-
knowledges that such data can be used in internal
investigations and later disciplinary proceedings.
This is clearly the case with respect to situations
that are found as a result of regular monitoring
and maintenance.

The decision highlights the importance of well-
written computer use policies. It also highlights the
importance of ensuring that workplace practices are
consistent with those policies.

[Editor’s note: This article was re-published with
the permission of the law firm Fasken Martineau
DuMoulin, LLP, as well as the publishers of North-
ern Exposure, a blog written by the law firm's
lawyers. Northern Exposure is produced in con-
junction with HRHero.com. You can read more
Northern Exposure blog posts at
http://blogs.hrhero.com/northernexposure. |
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A PDF version of your print subscription is available for an additional charge.
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INVITATION TO OUR READERS
Do you have an article that you think would be appropriate for
Canadian Privacy Law Review and that you would like to submit?

AND/OR

Do you have any suggestions for topics you would like to see featured in future issues of
Canadian Privacy Law Review?

If so, please feel free to contact Michael A. Geist
(@mgeist@uottawa.ca
OR
cplr@lexisnexis.ca
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